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Multi-Factor Authentication for UI & PUA

Medium Risk

Low Risk High Risk
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888-1
Your Mint Code is 882093

What’s A Challenge Question

We sent a code to:

(415) 555-9956

Enter the 6-digit code

* challenge-response authentication is a family of
protocols in which one party presents a question
("challenge") and another party must provide a valid
answer ("response") to be authenticated.

* The challenge questions are used for security
purposes to enable you to retrieve your password
and to allow Customer Service to confirm your
identity when you call. It is critical that you keep your
challenge questions up-to-date.

ReCaptcha One Time Passcode Challenge Questions Document ID
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Increase in Covid, back to school,
and end of program claims
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Issues (x1000)

PUA Claims/Issues/Fraud Analysis

2.1M Claims
3,691 846
950 217
664
7777777777 2077
385
1,231 ( \
7777777777 846
165
79
Outstanding Bot Net Outstanding  Future Remaining Fact Finding= No No Yes Yes
4/21/21 Processed  Adjudicated (35 of 9/15) Bot Issues Payments = No Yes No Yes
Processing \ )
(EMER)

Action -> Mass-Adjudicate Manual Adjudication Review }

*data as of 9/15/21



Adjudication
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PUA — Total Amount

Likelihood of

Fraud
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Contact Center Performance KPIs
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&> RUSSELL ALLEN

Emerging Strategies & Technologies



<\> The Need to Connect Data Sources

AGENCY
SYSTEMS

CYBERSECURITY
SYSTEMS

SYSTEMS

Interconnecting key sources of
data is integral to the success of
anti-fraud solutions for Government



<\> The Power of Integrated Data

Integrated data will enable the next generation of fraud enhancement solutions

O

QUALITY
ANALYSIS

A centralized repository for
POST-PAYMENT fraud and
fundsrecovery analysis

FUNDS
RECOVERY

Collaboration with financial
institutions to return
improperly disbursed funds

A real-time validation check
to determine whether to make
or hold a payment

V=

DISBURSEMENT
MANAGEMENT

Innovative new ways to work
with banks to manage &
validate payments

&
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<\> A Deep Dive Into Quality Analysis 01

QUALITY ANALYSIS

Integrating agency, cybersecurity & banking data into a centralized repository
forms the foundation for POST-PAYMENT fraud and funds recovery analysis

,

Data

Integration

Aggregating claimant,
payment &
cybersecurity data

Quality Assurance
Automation

Automating flags &
analysis of suspicious
activity for review

Expedite Valid Payments /=

Coordinate Funds Recovery $

Expert Review
Support Law Enforcement

& Analysis
<0
Prevent Future Fraud 4
SME analysis of o-H

payment data detects
new fraud schemes

.
Y

Manage Payment Portfolio |.-
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<\> Financial Service Integration

Agencies
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Direct Banking APIs

ODFI <>RFDI

Fraud / ACH Operations
Digital Payment Network
Real Time Payments (RTP)
Embedded Payments
Fund Recovery
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